AREA 2 ENTRY PROCEDURES

SAFE & VAULT COMBINATION/KEY SECURITY & ACCESS
L.R.D.  06/14/2012
In accordance with the Clerk of the Court policy regarding safe and vault combination/key security, all safes/vaults used for securing negotiable instruments, Criminal Exhibits vault or any other safe/vault so designated by the Clerk of the Court will be secured with a tumbler combination that permits division of the combination, a combination tumbler and key lock, a combination and fingerprint read, two (2) separate key locks and/or access card and personal identification number (PIN) (access card only at Juvenile).

No employee will be given both combination halves, the combination key or the combination and fingerprint reader to a safe/vault or access card and PIN except in the case of Juvenile where there are only access cards.  Persons with access to safes/vaults will be kept to the minimum practical.
Those authorized access that reside in the same location as the safe/vault should commit the combination or PIN to memory.  Individuals authorized keys will keep the key in their possession at all times.  Staff that does not reside in the same location as the safe/vault may maintain the combination on person; however, it must be discreet at all times.  At no time should the combination be associated with the Clerk of the Court’s office.

A list of individuals issued combinations/fingerprint readers/keys/access card/PIN to a safe/vault will be maintained by the Deputy Director, Administrator, Auditor and Security Liaison.
A safe/vault combination/key will be changed at least annually or when there has been a possible security breach of a safe/vault combination/key.  Request for changes will be made through the Security Liaison.  (Please refer to the Clerk of the Superior Court’s “Safe and Vault Combination/Key Security, effective 03/01/1993, L.R.D. 04/05/2012.
Security Access
· The storage of sensitive/security exhibits in the care and custody of the Clerk’s Office is retained in Area 2 under the inventory management of Exhibits.

· Area 2 remains locked at all times until access is needed to store exhibits or to temporarily or permanently release exhibits upon court order or in accordance to Arizona Rules of Court, Superior Court – Local Rules – Maricopa County  2.8(d) and/or Arizona Rules of Court, Rules of Criminal Procedure 28.2.
· Security for Area 2 is the responsibility of the exhibits supervisor and the assigned designees.  Opening, entering and closing of safes/vaults used for securing negotiable instruments, Criminal Exhibits vault and any other safe/vault so designated by the Clerk of the Court, will be accomplished by at least two authorized individuals and will be recorded in a log.
Record access in and out of Area 2 on the “Vault Activity Log” each time the door is locked and unlocked.  The entries on the log must be neat and legible.  Each entry must be specific as to the reason for access into Area 2.  Upon exiting Area 2, the exhibits supervisor and designee will ensure that the vault door has been securely closed.  The designee will verify the vault door is closed by attempting to move the lever and open the vault door.

Information recorded on Vault Activity Log
Date of Access
· Date the vault door is opened
Accessed by
· Signature of staff entering the vault
Time entered
· Record the time the door is unlocked; each combination holder must record the time entered as entrance times may vary
Reason for Access
· The “Activity” code column designates the reason for access; 
· (F) – filed

· (RF) – refiled

· (TS) - temporary storage
· (TR) - temporary release

· (PR) - permanent release

· (PV) - public viewing

· (V) - verified/research

· If an activity code does not represent the reason for access, write-in the reason for vault access.
Case Number
· Enter the case number of the exhibit placed into or removed from Area 2 storage
Exhibit Number
· Enter the exhibit number placed into or removed from Area 2 storage
Storage Location
· Location where the exhibit is stored; envelope shelf (ES) or box shelf (BS#5); update the storage location in the Exhibits Tracking System (ETS)
Exit Time

· Record the time the door is locked; each combination holder must record the exit time as exit times may vary.
Monthly, send the original Vault Activity Log to the Director of Quality Assurance; retain a copy in Exhibits.
Retention
The Vault Activity Log is categorized under Administrative Records.  Administrative Records do not have a specific retention period and can be disposed “after reference value served”.  The log identifies the activity into and out of Area 2 and the storage location assigned.  As Area 2 exhibits are subject to a complete physical inventory every two years, the log may be useful in reconciling any discrepancies noted during the inventory.  The Vault Activity Log must be retained for two calendar years following a completed inventory.

Definitions
Sensitive/security exhibits may include but are not limited to the following: cash, coins, money orders, jewelry, weapons, ammunition, drugs, credit cards, “live” checks, negotiable instruments, original documents or cards with social security numbers.  If there is a question as to whether an exhibit should be classified as sensitive/security and stored in Area 2, contact the exhibits supervisor or Court Operations Administrator.
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