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PURPOSE:

To provide instructions for managing Work Station Security within the Clerk’s Office.
OBJECTIVE:
· To provide security of the cashier’s work and work station.  The steps incorporated into this procedure will safeguard monies and other assets coming into the custody of the Clerk’s Office.  These steps must also be followed to provide assurance that Minimum Accounting Standards are being met and compliances are consistent with Court Processes and Management Directives.  Cashiers are subject to individual audits conducted periodically by their supervisors and/or by the Clerk’s Office Director of Quality Assurance.
· Safeguarding Funds
EVENT DRIVER:

· Opening or closing a cash workstation.
· The need to leave a cash workstation periodically during the work day.
PROCEDURES: 
1. Do not allow anyone to use your user ID/PID or know your password.

a. Your password must be changed every 60 days minimum.

2. Never leave a work station without securing all cash and negotiable items (receipted or not receipted) and locking the cash drawer.  Secure the terminal by either logging off or locking the computer.  Take your keys with you.
3. When turning the work station over to another user, lock the cash drawer, log off, and take the keys with you.  No one is ever to have access to your cash drawer or receipt book when it is assigned to you.  

4. Cashiers should never take money from a Customer until they are ready to receipt it.  Endorse/receipt all negotiable items immediately upon their acceptance.  Make sure cash and negotiable items are immediately secured and out of the reach of Customers; never leave them lying out.  Isolate check/money orders that have been receipted from those not yet receipted so as to eliminate the possibility of double posting or not posting an item.

5. When verifying, balancing, or auditing another cashier’s cash drawer (due to sickness, absence, etc.), always access it with another employee present; never alone.  
6. Bank Endorsement, PAID, FILED/Signature, Court Conformance, and Court Certification stamps are to be secured when away from the work station.
7. Manual receipt books are to be locked up when not being used and receipts are to be issued sequentially and in date order. Manual activity should be monitored by the supervisor daily to assure safety of funds and proper credit to customer’s accounts.
8. At the end of each day, all cash and negotiable items (receipted or not receipted) are to be placed in a portable container, cash drawer, or cash bag then secured in a lockable containment unit, safe, or vault, until it is delivered to the Deposit Clerk at a specific designated time. No deposit is ever to be kept by a cashier later than the designated time for delivery without a supervisor or the Deposit Clerk being notified.
IMPORTANT NOTE: IT IS THE RESPONSIBILITY OF THE CASHIER TO MAKE


SURE THEIR DAILY DEPOSIT IS TURNED IN … DAILY.

9. Notify a supervisor of any suspected or suspicious activity or individual(s) that may compromise the Clerk’s Office mission and duties.

10. Any deviations from the above must be approved by a supervisor, who has discussed it with Quality Assurance or Accounting Operations Management.
11. All areas in which money is handled must be secured by a panic alarm and video cameras.

POLICIES / RELATED DOCUMENTS:
· POL-ADMIN-1004: Incident Reporting
· POL-ADMIN-1005: Internal Security Measures & Access to Clerk of Court Work Areas
· POL-CMS-1003: Departmental Internal Controls
· POL-CMS-1004: Cashiering
· POL-ODIR-1007: Securing Signature Stamps Used for Hand Filing-in of Documents
· AJCA 1-401: Arizona Code of Judicial Administration: Minimum Accounting Standards (MAS)
OTHER PARTIES INVOLVED:
· Quality Assurance
· Accounting Operations Management

TIME / VOLUME:
· Varies.
FREQUENCY:
· Daily
PERFORMANCE MEASURE:
· Performance Evaluations
SYSTEM ACCESS REQUIRED:
· Cash Receipting System
REPORTS / FORMS:
· None
DEFINITIONS:
· Negotiable Item:  A signed document that promises a sum of payment to a specified person or the assignee.
APPLICABILITY:
This procedure applies to all employees of the Clerk of the Court.
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