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PURPOSE:
· To establish and maintain access to sealed records by Probate Court Accountants and Probate Examiners under Administrative Order 2014-088.
OBJECTIVE:
· To ensure Probate Court Accountants and Probate Examiners have access to sealed records so they can complete their work.
EVENT DRIVER:

· Probate Court Accountants or Probate Examiners submit a request for access to sealed records to Discovery and Confidential (D&C). 
PROCEDURES:

I. Establish SEALEDVIEWCOURT User Group in OnBase:
1. SEALEDVIEWCOURT is established by ITG as a user group in OnBase with temporary access to view sealed records on a case by case basis.
2. The SEALEDVIEWCOURT user group would have access to adult documents in the Probate case type with security code keyword SEALEDVIEW.  
II. Establish SEALEDVIEWCOURT Access List:
1. The Probate Court Administrator generates a list of Probate Court Accountants and Probate Examiners who need access to sealed records to complete their work.

2. The Probate Court Accountants and Probate Examiners on this list are added to the SEALEDVIEWCOURT user group in OnBase. 

3. The SEALEDVIEWCOURT user group is added to the procedure Granting Access to Non-Public Documents in OnBase, PRO-EDMQC-1036, currently administered by EDM QC.

A. EDM QC confirms who is in the SEALEDVIEWCOURT user group in OnBase every January, May, and September, and sends the user group list to the Probate Court Administrator for review and approval.

B. The Probate Court Administrator can add and remove users from the access list at any time without waiting for the quarterly audit. 

C. A secured Virtual Private Network (VPN) connection is required for any Probate Court Accountant or Probate Examiner with remote OnBase access, and the Probate Court Administrator and ITG must confirm that the VPN connection exists.   
III. Provide Access to Sealed Probate Documents in OnBase:
1. The Probate Court Accountant or Probate Examiner sends an email to the Files Confidential mailbox requesting a sealed case for review. The Files Confidential mailbox is monitored by D&C staff.  
2. D&C staff determines that the requestor is part of the SEALEDVIEWCOURT user group in OnBase. 
3. If the requestor is part of the SEALEDVIEWCOURT user group: 
A. D&C staff changes the security keyword of all documents in the case from SEALED to SEALEDVIEW.
B. D&C staff replies to the Probate Court Accountant or Probate Examiner that the documents are available.

4. If the requestor is not part of the SEALEDVIEWCOURT user group: 

A. D&C staff notifies the ITG Help Desk.  

B. The ITG Help Desk staff forwards the request to the Non-Public Access Team (NPA Team), who contacts the Probate Court Administrator, under PRO-EDMQC-1036.
C. If the Probate Court Administrator grants access, the NPA Team updates the user group, and notifies ITG and D&C staff to proceed with the request as in section III, paragraph 3.

IV.  Remove Access to Sealed Probate Documents in OnBase:
1. The Probate Court Accountant or Probate Examiner emails Files Confidential when they have completed their work.
2. D&C staff changes the security keyword on all documents in the case from SEALEDVIEW to SEALED.

3. The existing Security Keyword Update system lifecycle ensures that the security keyword is automatically returned to SEALED after 60 days. 
A. Documents enter the Security Keyword Update system lifecycle whenever the security keyword is changed to SEALEDVIEW or SEALEDJUVVIEW. 

B. After 60 days, the security keyword is returned to SEALED or SEALEDJUV.
POLICIES / RELATED DOCUMENTS:

· AZ Superior Court Administrative Order 2014-088
· PRO-EDMQC-1036: Granting Access to Non-Public Documents in OnBase 
· BPM-OBWF-151: Security Keyword Update System Lifecycle
OTHER PARTIES INVOLVED:

· Probate Court Administrator

· Probate Court Accountants

· Probate Examiners

· ITG
· Discovery & Confidential

· EDM QC
TIME / VOLUME:

· Varies. Estimated 20 minutes to update security keywords.
FREQUENCY:

· Performed upon request.
PERFORMANCE MEASURE:

· Accuracy in compliance with requests.  
SYSTEM ACCESS REQUIRED:
· OnBase
REPORTS / FORMS:

· N/A
DEFINITIONS:
· D&C – Discovery and Confidential
APPLICABILITY:
This procedure applies to all employees of the Clerk of the Court.
REVISION HISTORY:
	Revision Number
	Revision Author
	Summary of Changes
	Approval Date

	-
	Chris Cerrato
	Document Origination
	09/21/2017

	A
	Chris Cerrato
	Added section II.3.C. regarding secured VPN connection
	12/12/2017

	B
	Chris Cerrato
	Added Probate Examiners
	03/16/2018

	C
	Chris Cerrato
	Changed audit frequency to 3 times/year
	08/20/2018

	D
	Eileen Fenner
	Reviewed
	03/05/2019


[image: image1.png]


