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PURPOSE:
To provide instructions for auditing OnBase accounts of staff who have access to Juvenile Court documents.
OBJECTIVE:
· Provide direction to ensure that audits are completed accurately and on time.
EVENT DRIVER:

· Juvenile audits are performed every October, February, and June.   
PROCEDURES:
1. Create a new folder named Month Year (for example, June 2020) for the current month’s audit under S:\Non-Public Document Accounts\OnBase Audit\Juvenile-Audits.  
2. Contact the Juvenile Court Operations Manager for the current Juvenile OnBase User Groups document, and save it to the current month’s audit folder. 
3. Save the current All Juvenile Access Excel list into the new month’s audit folder to use as the draft audit worksheet. 
4. Using Hyland Report Services, under OnBase Groups and Their Users, generate reports for each of the following OnBase user groups:
· Adult Court Admin
· Judicial Assistants and Bailiffs (Adult)
· JUV AZ Court of Appeals
· JUV BSD Business Services Division
· JUV COC ADMIN
· JUV COC ADULT STAFF
· JUV COC Billing and Deferral Unit
· JUV COC CFO Unit
· JUV COC FSS Unit
· JUV COC STAFF
· JUV Court Admin + JUV CASA 
· JUV CTS QC and Programmers
· JUV Electronics Records Services (ERS)
· JUV FINANCE
· JUV JWA ADJC Department of Juvenile Corrections
· JUV JWA ADJC JV+JD Department of JUV Corrections
· JUV JWA Attorney General 
· JUV JWA Cochise County Probation
· JUV JWA DES/CPS 
· JUV JWA DES/OCWI
· JUV JWA Div of Developmental Disabilities 
· JUV JWA – FCRB (Foster Care Review Board)
· JUV JWA – Juvenile Private Attorneys
· JUV JWA – Juvenile Tribal Attorney
· JUV JWA OPDS Contract Attorneys 
·  JUV JWA PHX Police Department 
· JUV JWA Pinal County Probation
· JUV JWA US Pretrial Services 
· JUV JWA US Probation
· JUV JWA Yuma County Probation
· JUV MC Correctional Health Services
· JUV MC County Attorney’s Office
· JUV MC Court Interpreters
· JUV MC Court Reporters
· JUV MC Judicial Assistants and Bailiffs
· JUV MC Judicial Officers
· JUV MC Probation Office w/ Adult Access
· JUV MC Legal Advocate
· JUV MC Legal Defender
· JUV Pro Tems and IA Comm
· JUV MC Public Advocate
· JUV MC Public Defender
· JUV MCSO
· JUV Office of the Phoenix City Prosecutor
· JUV OPDS Staff
· JUV Treatment and AP Staff
· MC Adult Probation (Juvenile Archived Docs)
· Superior Court Research & Planning
· Exhibits - Juvenile
5. Paste each user group report over the corresponding page in the draft audit worksheet.
· Update the date in the header of each sheet 
6. Email each report to the approving authority for their review. 
· The approving authorities are listed in Juvenile OnBase User Groups. 
· Include reports that share the same approving authority in the same email, including Adult reports. For example, send JUV MC Legal Defender and Adult Legal Defender in the same email. 
· JUV Judicial Officers user group: Do not email. Instead, compare to the current list Juvenile Judges and Commissioners, provided by the Juvenile Administrator or Juvenile Court Operations Manager.
· Send individual emails to each of the JUV JWA Juvenile Private Attorneys and JUV JWA Tribal Attorneys.  
7. Send each list to the approving authority with the following language:

Attached is the current list of (Name of Agency) users with access to (Type of Confidential Security) documents in OnBase. The Clerk’s Office reviews OnBase accounts three times each year to confirm the people who have confidential access are authorized for that access. 
Will you please respond if the attached list is correct, or if anyone should be removed?

Please respond by (allow two weeks to respond). 

8. Track the dates when the audits are emailed to the approving authorities on the Juvenile OnBase User Groups.
9. Track the dates when responses are received from the approving authorities.
· If responses are not received by the requested date, send a second request to the approving authority.  
10. When you receive requests to remove or add access from the approving authorities: 

· Send updates to the ITG Help Desk

· When requesting confidential access to be removed, specify:

i. Delete the account, or

ii. Keep the account but remove the confidential access.

· Note the changes on the draft audit worksheet by lining through names or adding names on the individual sheets.
11. If any approving authorities have changed: 

· Update the Juvenile OnBase User Groups document.
· Update the Agency Contact Information Table – TABLE-EDMQC-1001 if necessary. 
· When the audit cycle is complete, send the revised Juvenile OnBase User Groups document to the Juvenile Court Operations Manager to update their master copy. 
12. Save all responses from the approving authorities to the Audit Email Responses folder for the month and year of the audit, located at S:\Non-Public Document Accounts\OnBase Audit\Juvenile Audits\Audit Email Responses.

13. Once all changes have been made, save the updated All Juvenile Access  Excel list to the secured folder at S:\Non-Public Document Accounts/Juvenile Court-Access. 
14. Send an email to the Innovation Delivery Manager with the with the following information:

· Confirmation that the Juvenile audit for (month and year) has been completed 

· Date audit was completed

· User groups that were audited

· Any inconsistent or notable information
POLICIES / RELATED DOCUMENTS:

· Juvenile OnBase User Groups
· Juvenile Judges and Commissioners
OTHER PARTIES INVOLVED:

· Juvenile Administrator
· Juvenile Court Operations Manager
· Approving Authorities
TIME / VOLUME:

· Completion of Juvenile audit is approximately 35-40 hours.
FREQUENCY:

· Audit is conducted three times each year.
PERFORMANCE MEASURE:

· N/A
SYSTEM ACCESS REQUIRED:
· Hyland Report Services
· OnBase

REPORTS / FORMS:

· N/A
DEFINITIONS:
· N/A
APPLICABILITY:
This procedure applies to all employees of the Clerk of the Court.
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