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PURPOSE:

· To provide instructions for procedures to ensure that the EDM QC Department is in compliance with the DPS policy for security of criminal justice information and criminal history.  
OBJECTIVE:
· To provide the necessary direction to ensure compliance with DPS policies as stated above.
EVENT DRIVER:

· Authorized staff may have daily or weekly contact with criminal history information in the regular performance of their job, as they audit and correct the Electronic Court Record and monitor the scanning of the documents in Kofax Batch Manager.  
PROCEDURES:

Certain EDM QC department staff are authorized to view documents that may contain criminal history information, while others are not.   To ensure the proper security of the documents, EDM QC staff will comply with the following procedures:
1. Auditing or Correcting Juvenile Documents


Only authorized users in the EDM QC department have been given access to retrieve and view the documents in OnBase.  These authorized users will take care to ensure that no unauthorized persons are viewing the documents while they are displayed on the screen.
2. Ordering Juvenile Batches 


Only authorized users in the EDM QC department will order juvenile batches, by emailing the request to COC Juvenile File Requests (CSC) - COSCX (JuvFileRequestsCSC@mail.maricopa.gov).  Copy the Supervisor of Confidential Materials and the Supervisor of the File Room on the email.

Hand-delivery of the batch by the file room will only be made directly to the authorized user requesting the batch, who is responsible for securing the batch while it is in their possession.  The batch is to be returned same day by hand-delivery to an authorized user, or EDM QC staff may send an email to the address above requesting a pick-up by an authorized user.  Batches will not be left overnight in the EDM QC area.
3. Rescanning Juvenile Documents


Any rescanning of juvenile documents containing criminal history information will be done by an authorized user in the EDM QC department.  Do not place these documents in the general “scan” basket. 
4. Emailing Files 


Documents or screen shots of documents containing criminal history information cannot be emailed: Only the document’s OnBase keywords will be emailed if necessary to an authorized user.
5. Printing Files


If a document containing criminal history information is printed, the document will only be hand-delivered to an authorized user on the DPS Fingerprint Authorized Users list.
6. Saving Files

A document containing criminal history information will not be saved to the hard drive of an EDM QC department computer, or to any other media such as a flash drive, disk, or memory stick.

7. Kofax Batch Manager

Only authorized users in the EDM QC department will perform the Batch Manager function.  These authorized users will take care to ensure that no unauthorized persons are viewing the documents while they are displayed on the screen.
POLICIES / RELATED DOCUMENTS:

· POL-ADMIN-1010: Non-Criminal Justice Agency Fingerprint Compliance policy
· DPS Fingerprint Authorized Users list
OTHER PARTIES INVOLVED:

· Any person on the COC authorized user list.
TIME / VOLUME:

· Varies; there is no set time.
FREQUENCY:

· Varies from once daily to monthly.
PERFORMANCE MEASURE:

· N/A
SYSTEM ACCESS REQUIRED:
· OnBase (specifically juvenile document access)
· Kofax Batch Manager
· S:\DPS Fingerprint Authorized Users
REPORTS / FORMS:

· N/A
DEFINITIONS:
· DPS:  Arizona Department of Public Safety
APPLICABILITY:
This procedure applies to all employees of the Clerk of the Court.
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